
E-Business

Session 1 & 2

What is e-Business?

The potential of doing business on the world wide web is limitless as you reach beyond national
boundaries—the opportunity to exploit local markets thousands of miles away in seconds.
Harnessing the internet with international business partners has made E-business a growing area
and a new economy called the Internet economy in the 21st century.

E-Business vs E-Commerce

E-Business includes E-Commerce; E-business is a more generic term sometimes; people use the
term e-commerce instead of e-business. Things have changed over the years; e-commerce meant
the facilitation of commercial transactions electronically, using technology like electronic data
interchange (EDI) to send commercial documents like a purchase order or invoices
electronically. It also termed web commerce to purchase goods and services over the internet and
payment using credit cards or UPI. This also includes a line display of goods and services,
ordering, billing, customer service, and handling all payments and transactions. E-business
includes key business processes like Customer relationship management (CRM), Enterprise
resource planning (ERP) and Supply chain management integrated seamlessly.

Characteristics of E-Business

1.Collaborative product development
This is a fast-growing area in engineering manufacturing services like automotive, aerospace,
industrial machinery etc. Collaborative product development in a short span is only possible by
collaborating with suppliers taking up different development areas to shorten the time to bring a
product to market.
2. Collaborative planning forecasting and replenishment
This is when manufacturers, distributors and retailers work together to plan, forecast and
replenish products.
3.Procurement and order management
This area has become very important given that e-procurement can achieve significant savings
and other benefits to increase overall efficiency.
4.Operations and logistics
The supply chain process that plans, implements and controls the efficient,
adequate flow and storage of goods, services and related information.

1



Ingredients of an e-business solution

CRM Systems – Are front office systems that help the enterprise directly with its customers.
CRM is creating relationships with customers through the introduction of reliable service
automated process, personal information gathering and processing and self-service throughout
the supplying company to create value for customers. It attempts to integrate and automate the
various customer serving processes within a company. CRM typically includes three categories
of user applications: -Customer-Facing Application
-Salesforce Application
-Management Facing Application
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ERP Systems – These are management information systems that integrate and automate many
business practices associated with the operations or production aspects, including manufacturing,
logistics, distribution, inventory, shipping, invoicing and accounting. They are back-office
systems, whereas CRM is the front office system.
ERP systems can integrate many functions previously performed by stand-alone applications.

Supply chain management – A supply chain is a network of facilities and distribution options
that performs the function of procurement of materials, transforming these into intermediate and
finished products and distributing these to customers.

Knowledge management: This relates to identifying and analyzing available and required
knowledge assets and related processes. It embodies organizational processes that seek a
synergistic combination of data and information processing capacity of information technologies
and human beings' innovative capacity. It is the knowledge that determines business competency
and has to be in-house.
Inhibitors of E-Business
Inhibitors to implementing e-business include uncertainty of the financial benefits, lack of a clear
e-business strategy, technological concerns, security concerns, privacy issues, legal issues,
suspicion regarding new partnership loyalties, and high technology cost.
• Management issues
• Financing issues
• Security and trust issues
• Legal issues
• Technology related issues
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Session 3 & 4

History of Internet

1939 – HP – David Packard and Bill Hewlett

Computer used for Military purpose in WW2

ELECTRONIC NUMERICAL INTEGRATOR AND CALCULATOR (ENIAC)

SIZE – 800 SQFT

1953 – First programming language COBOL

1954 – FORTRAN (Formula translation)

1958 – Computer chip, integrated circuit (Nobel Prize)

1964 – Douglas Engelbart – Mouse and Graphical user interface
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1969 – UNIX a robust operating system

1971 – IBM Floppy disk

1973 – Xerox, Ethernet

1974- 77 – Personal computer

1975 – Microsoft – Paul allen and Bill Gates start Microsoft

1976 – Steve Jobs and Steve Wozniack start Apple computers

1981 – MS-DOS

1983 – Apple Lisa (first PC with GUI)

1969 – 1974 = 60 computers

1974 – 1977 = 100 computers

1979 – London, Parts of Europe

75 % of the traffic was E-mail

1980 ‘s- Era of reliable interconnected computers

FTP
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TCP/IP- Transmission control protocol/ Internet protocol

Packet switching / one computer at a time

LAN/ Radio networks/ Ethernet/ wide area network

NSFNET ( 1986-89)

• Subject matter experts

• Internet was for research and not commercial

• Sharing of Research papers

• Private networks sprung up

• No commercial traffic on ARPA
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Ratio of E- business to Traditional business?

E Business requirements

1. Quantify business objectives

2. Process centric

3. Cybersecurity

4. Rethink company’s Supply Chain

5. IT Architecture should have integration capabilities

6. Flexibility

e-Business Impacts

Improved operational efficiency

Reduction in cost

Serving new markets

Improved communication and knowledge sharing
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Improved relationship with suppliers

Next level customer service

Potential benefits motivating enterprises to undertake e-Business initiatives.

1. Improved operational efficiency and productivity: the most hyped benefit of e-Business is
the potential for tremendous improvements in operational efficiency. By using E-Business
technologies to interact with trading partners, organizations can streamline them
operations and increase their effectiveness at the same time [van Slyke 2003].

2. Reduction in operating costs and costs of goods and services: a major benefit of
e-Business is in savings generated by doing common business functions such as the
purchase of goods and services, processing purchase orders, order and delivery tracking,
and so on, more efficiently but also by enabling collaboration with external partners.

3. E-Business technologies help lower the cost of communication and collaboration between
trading organizations, in a supply chain. Such collaborative activities can create tighter
links among business partners, improving the efficiency of the various support functions
involved in bringing products to the market.

4. Improved competitive position: global reach, rapid growth, efficient reduction of product
time to market, and optimization of product distribution channels, all contribute to a
superior competitive position.

5. Penetration into new markets through new channels
6. Improved communications, information, and knowledge sharing
7. Harmonization and standardization of processes: to provide simple, transparent, and

effective processes for global commerce, it is important not only to exploit advances in
information technology, but also adopt new approaches to trade facilitation based on
simplification and harmonization of business processes.

8. Improved relationship with suppliers and improved customer service.

Inhibitors of e-Business
Counterbalancing the drivers of e-Business adoption is a set of powerful inhibitors. E-Business
adoption is closely linked to a company perception of the importance of trading on the Internet
and how it might impact on their business. A key indicator that may influence the adoption of
e-Business is the size of the firm (the smaller the firm the less likely it is to use the Internet).
Small to medium sized enterprises face the same issues as larger enterprises as they progress
through the various stages of adopting information technology and the Internet for business
purposes.
Very broadly they can be classified as
Management strategy issues
Cost Financing issues
Security and trust issues
Legal issues
Technological Issues
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Session 7 & 8

e-Business Strategy

The changes brought about in organizations due to the emergence of direct electronic
deliverychannels have an obvious impact on industry structure and the general corporate
strategy. e-Business has triggered new business models, strategies, and tactics that are made
possible by the Internet and related technologies. In order to compete in the marketplace, it is
essential for organizations to establish strategies for the development of an e-Business. This may
include the identification of business opportunities and threats in the external environment, the
assessment of internal strengths and weaknesses, and an understanding of the impact of
technological change. Such an initiative has to build on the strengths of the organization and take
full advantage of the opportunities in the market, meanwhile identifying costly unsuccessful
solutions and preventing unwanted market disturbances introduced by carelessly designed
e-Business solutions. Understanding the e-Business environment will enable organizations to
determine strategic goals and objectives or to identify any changes of direction needed in them
current business strategy.

The concept of strategy carries several connotations [Smits 1997]. In order to position and define
e-Business strategy we focus on two of them. One view defines strategy as plans and objectives
adopted to achieve higher-level goals: in that sense a strategy is developed to achieve a goal like
implementing organizational change, or a large software package such as an ERP-system.
Strategic planning here comprises a distinct class of decisions (a plan is a set of decisions made
for the future) and objectives, and has to be positioned next to tactical planning (structuring the
resources of the firm) and operational planning (maximizing the profitability of current
operations) [Ansoff 1968, 1984].
Strategy is concerned with changes in the competitive environment that may trigger strategic
changes for the individual firm, and so affect its roles and functions in the market.
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Strategic positioning

Companies can become more profitable than the average performer in their industry sector by
achieving a sustainable competitive advantage, i.e., by operating at a lower cost, by commanding
a premium price, or by doing both. One way of achieving cost and price advantages is through
strategic positioning. Strategic positioning means that a company is doing things differently from
its competitors, in a way that delivers a unique type of value to its customers [Porter 2001].

Levels of e-Business strategy

Strategies will exist at different levels of an organization. Strategic levels of management are
concerned with integrating and coordinating. the many activities of an organization so that the
behavior of the whole is optimized and its overall direction is consistent with policies that are
identified in its institutional mission.
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Session 9 & 10

e-Business Strategy

The strategic planning process
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The strategic planning process starts with establishing the organization mission statement, a
basic description detailing the organization's fundamental purpose, and encompasses strategy
development, including determining the organization vision and objectives.
 It is at the highest level of the organization management and ownership structure. It is fairly
stable over longer periods while providing a general sense of direction for all firm decisions.
 The strategic analysis involves situation analysis, internal resource assessment, and evaluation
of stakeholders' expectations. It will include environmental scanning, industry or marketing
research, competitor analysis, analysis of marketplace structure, relationships with trading
partners and suppliers, and customer market research. Information is delivered from the analysis
of internal and external factors to the firm [Canzer 2003]. These factors are considered critical
environmental forces are acting upon customers, current strategies, and new plans still under
development. External factors include sociocultural, technological, legal and regulatory, political,
economic, and competitive forces. Internal factors include the organization human, material,
informational, financial resources, structure, operational style, culture, and other internal
characteristics. Any realistic new plan will need to reflect both the external world's
truth and,therefore, the organization's internal dynamics. Planning includes strategy specification
and resource allocation and is organized in a hierarchical top-down fashion. It commences with
corporate-level planning and objectives that determine the overall direction for the organization.
Control refers to how well an intended objective is likely to be
realized, given the current conditions. Feedback refers to the evaluation of activities that are
reportedback to management decision makers. Some appear to possess emerged over
time, thanks to a sequence of unanticipated steps: so-called emergent strategies (see Figure
2.3)[Mintzberg 1994]. In business practice, strategies are nearly always a mixture of intended
and emergent strategies. The field of data systems and e-Business is primarily one where
emergent strategies are essential. New technologies that come up are tested; it is an ongoing
business process and, if successful, end in a change of that process. Figure 2.3: Forms of Strategy
[Mintzberg 1994]
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Session 11 & 12

e-Business strategy
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Theory of competitive strategy

According to Porter the structural attractiveness of a firm is decided by five underlying forces of
competition [Porter 1997]:
1.The bargaining power of customers;
2. The bargaining power of suppliers;
3. The barriers to entry for new competitors;
4. The threat of latest substitute products or services;
5. The competition among existing firms within the industry.

In combination, these forces determine how the value created by any product, service
technology or way of competing is split between companies in an industry also as customers,
suppliers, distributors, substitutes, and potential new entrants [Porter 1997]. The bargaining
power of customers vis-à-vis a firm could, for instance, depend on the degree of product
differentiation, and the size of demand and supply. ‘Switching costs’ too are very important: they
answer the question of what proportion will it cost the customer to vary to a different supplier. In
cases of high switching costs, the customer may be in a locking position. For example, IT
through proprietary standards, may exert a lock-in effect. But also improved personalized
services, enabled by modern database and data-mining technologies may have a lock-in effect as
well. For the customer, moving to another supplier means losing this service.The bargaining
power of suppliers depends on a spread of things, like relative size, number of suppliers which
will deliver a critical resource, and so on. In addition, information technology can cause lock-in
positions and extra switching costs within the specifications of IT suppliers. The Internet causes
another specific threat from the perspective of suppliers: they may bypass their customer and
directly approach his or her clients. Servicing a final customer directly, and not through an
intermediary organization, is an option which can be considered in many industries. Examples
include insurance companies, airlines, and tour operators bypassing the intermediary in order to
sell directly to the end-customer. The barriers to entry for brand spanking
new competitors depend upon how difficult it's to hitch the industry. Economic and technology
thresholds may prevent outside potential competitors from coming in. Economies of scale,
necessary capital, and specialized expertise are important factors during this respect. New
Internet-based business models, which do not necessitate investments in ‘bricks and mortar’ may
facilitate an easy entrance and thus create unexpected competitors. As in the case of flower
industry, which we discuss in Section 2.4, where an Internet-based auction succeeded in
becoming a serious player in the Dutch flower industry within a few months (the former ‘bricks’
company being pushed out by regulations that fenced off foreign competition) [van Heck 1997].
The threat of substitute products depends on the question of whether other products can deliver
added value for consumers rather than current products within the absence of switching costs.
For example, the Internet has become a serious threat to the Post Office as e-mail communication
takes over regular mail, resulting in a loss of business.The level of competition among existing
firms within the industry will depend upon various factors like sort of market, existing
competitive behavior, and so on. The Internet may affect market competition in a number way.
As explained before, through its pervasiveness it supports direct electronic linkages with
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businesses and end consumers. Significantly reduced search costs will thus contribute to a much
higher market transparency. The five competitive forces still determine profitability even if
suppliers, channels, substitutes, or competitors change [Porter 2001].

The Resource-based view

According to this theory of economic development, innovation is the source of value creation
[Schumpeter 1939]. Technological development is viewed as discontinuous change and
disequilibrium resulting from innovation. Several sources of innovation (hence, value creation)
are identified including the introduction of new goods or new production methods, the creation
of new markets, the discovery of new supply sources, and the reorganization of industries.
Innovation emphasizes the importance of technology and considers novel combinations of
resources (and the services they provide) because the foundations of latest products and
production methods. These, in turn, cause the transformation of markets and industries, and
hence to economic development. Barney resource-based view (RBV), which builds on the theory
of economic Development perspective on value creation, regards a firm as a collection of
resources and capabilities [Barney 1991; Amit 2001

Transaction Cost Economics

Transaction cost economics attempt to explain firms’ choices between internalizing and buying
goods and services from the market. According to transaction cost theory [Williamson 1975],
exchanges with external firms entail a variety of coordination costs associated with various
aspects of inter-firm transactions. These include search costs to find the right trading partner (or
supplier of a good or service), as well as negotiation, monitoring, settlement, and various after
sales services associated with the exchange. When conditions in the market cause these
coordination costs to grow – such as when suppliers are hard to find, or there is a potential for
them to behave opportunistically, firms may choose to internalize the production of the needed
good or service. Hence, they trade off production costs for coordination costs, using internal
management rather than the market as a ‘governance’ mechanism. Transaction cost economics
theory provides a theoretical framework for discussion of market structures, and addresses the
question why necessary resources are obtained either through the market (external procurement)
or through internal production (the hierarchy) [Coase 1971; Williamson 1975, 1983]. When a
firm decides to bypass a wholesaler or retailer and sell directly to its end-customers, it is
internalizing downstream channel services that it formerly acquired from the market.
The central question addressed by transaction cost economics is why firms internalize
transactions that might otherwise be conducted in markets. Thus, the two key issues concerning
firms are:
1. Which activities should a firm keep within its boundaries, and which activities should it
outsource?
2. In which way should a firm manage its relationship with its customers, suppliers and
other business partners?
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Session 13 & 14

e-Business Models

The structure of economic activity within a company is based on a balance struck between the
benefits of particular patterns of division of labor and the costs of coordination. The most
well-known structure is the vertical bureaucratic structure that is built on the assumption that
concentrating similar activities within functions, and thus separating activities which are not
similar, would result in economies of scale. Coordinating decisions or standard operating
procedures take care of regular coordination problems. According to Transaction Costs
Economics (see Chapter 2), the division of economic activity between firms is based on similar
considerations and strikes a balance between costs of production and transaction costs. One
economic effect of the Internet and related technologies is that coordination costs and transaction
costs are being reduced significantly, bringing about a balance between type of division of labor
and coordination changes – both at an intra- and inter-organizational level. New structures that
are more coordination intense and are characterized by different groupings of tasks and
responsibilities as well as allocation of decision-making authority throughout the organization
become now technically and economically feasible. The popular term ‘business model’ has
emerged in the e-Business literature to describe new ways in which companies are doing
business. In this chapter we introduce the concept of ‘business model’ and present reasons for
and an overview of business models targeting e-Business. First the chapter provides an overview
and comparison of the various definitions of the concept of a business model. Subsequently, we
concentrate on networked business models and present a classification scheme.
The chapter also presents two case studies involving two organizations in different industries
experimenting with Internet based networked business models.
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Teleworking model: this model involves large numbers of individuals or groups collaborating
with the assistance of networking and communication technologies. A classic example is
presented by the engineers in multinational companies, who collaborate across the globe on the
development of new products and processes. Electronic manufacturing service (EMS) providers
who design, assemble, and repair the products of original equipment manufacturers are a typical
example of the teleworking model

.
Virtual organization model: effective contracting for complementary capabilities through a
network of suppliers and subcontractors is a characteristic of the virtual organization model. A
virtual organization is a temporary or permanent collection of geographically dispersed
individuals, groups and organizational units who are linked electronically in order to complete a
collaborative production process; these members do not necessarily belong to the same
organization and may even include entire organizations. General ife, a US-based insurance
company, is an example of such a collection. Its core organization, Virtual Life, focuses on its
core business: product development and sales. All other functions are outsourced to third party
administrators. Its basic infrastructure is the Internet, which is used for sales support towards
brokers, for instance, and to enable clients to manage their policies. To Genera Life management,
the model main advantages are that it minimizes fixed costs (and thereby significantly increases
the variable cost proportion), decreases new product time-to-market, and improves overall
flexibility.

Process outsourcing model: this model is the logical consequence of companies beginning to
realize they can interact with their customers, partners, and suppliers, and exchange and leverage
knowledge in addition to undertaking transactions. Facilities that were once central to the
business are now outsourced. Process outsourcing means transferring the responsibility for one
or more processes to external suppliers. Typical candidates for such a transfer are companies’
human resources, accounting, and logistics functions. IBM, for example, has merged all its
human resource processes into one such center, which operates globally. A critical condition to
be met if process outsourcing (including SSCs) is to work, is the smooth coordination and
communication between service supplier and service recipient, which among other things means
that transaction costs must be low.

Therefore, modern IT platforms have become the critical factor without which process
outsourcing is impossible.
Collaborative product development model: this model concerns itself with the need to
coordinate product development activities that involve multiple companies or organizational
units. The Ford Motor Corporation offers a good example of the collaborative product
development model that aimed to turn the Ford company into a truly global concern. The need to
coordinate disparate product development activities is of central importance to Ford organization
structure and product development processes. This model called for flexible information systems
and applications which would make it possible to manage and transmit design documents across
various Ford centers around the world.
Value chain integration model: if Internet technology is used to improve communication and
collaboration between all supply chain parties, the value chain integration model is followed.
Doing so is necessary when vendors must achieve effective coordination between ‘upstream’
suppliers, internal operations (such as manufacturing), and ‘downstream’ shippers and
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customers. Applying this model means that processes once perceived as internal to the company
will now span the entire value chain. Effective service providers integrate their operations
directly into their customers’ processes. Every company in the chain performs a set or sequence
of activities contributing to the production of the chain collaborative products. This chain of
partners working in sequence to produce, market and move goods and services grows even more
complex when other product and service suppliers join, in order to deliver complete customer
‘solutions’ that consist of more than single products. On the basis of the intimate trading
relations central to the integrated value chain model, modern business partnerships eradicate
duplication, irrelevant hand-offs, and rework, thus ensuring that all processes run smoothly and
efficiently.
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New business models are going to be supported new views on inter-company relationships and
networking: new technologies may make network business models possible and it's the
present competitive market that creates it necessary to adopt them. Traditional organizations
would themselves execute all necessary activities for the assembly and delivery of their products
and services. Nowadays, companies tend to think differently: there's no reason to try to
to something oneself unless one is basically uniquely good at it. Consequently, outsourcing and
insourcing are expected to cause fundamental changes within the way companies are
configured. due to the mixing of product and repair offerings and therefore the concentration on
core competences, companies’ success in today markets will depend upon their ability to line up
cross-industry partner networks.
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Session 15 & 16

e-Business Relationships

Relationships in the supply chain can be categorized as either business-to-business (e-Business)
or business-to-consumer. Business-to-business relationships concern themselves with
intercompany relationships, while business-to-consumer relationships refer to the very last
component of the supply chain and its relation to the end customer.

To understand and represent how firms developed a competitive position we first need to
understand the concept of value chain that was proposed by Porter [Porter 1985a, 1990]. Porter
states that: “every firm is a collection of activities that are performed to design, produce, market,
deliver, and support its products or services. Value chains can only be understood in the context
of the business unit”. The value chain is a model that describes a series of value-adding activities
connecting a company supply side (raw materials, inbound logistics, and production processes)
with its demand side (outbound logistics, marketing, and sales). The value chain model provides
managers with a tool to analyze and, if necessary, redesign their internal and external processes
to improve efficiency and effectiveness. His classic internal value chain for any firm is shown in
Figure 4.1. The actual value chain is different for every organization.
Figure 4.1: The Value Chain [Porter 1985a]

Inbound Logistics: all processes associated with receiving, storing, and disseminating inputs to
the production process of the product or service; the production process of the product or service;
Operations: all processes related to transforming the inputs into outputs;
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Outbound Logistics: all activities concerned with distributing the products or services to
customers; Marketing & Sales: activities, which provide opportunities for the potential customer
to buy the product or service, and offer inducements to try to to so. This section of the value
chain includes such processes as advertising, pricing, tendering, sales force management,
selection of distribution channels, etc.; Service: all processes concerned with the supply of
service as a part of the deal struck with customers. They are those activities that enhance or
maintain the worth of the merchandise or service once the customer has bought it. These
activities include repairs, maintenance, spare parts supply, product upgrades, follow-up services,
training and installation, and so on.

Value stream analysis
Value stream is a concept closely related to the value chain [Womack 1998]. Value stream
analysis considers how the entire production and delivery process are often made more efficient.
To conduct value stream analysis, companies map every activity that happens in creating new
products and delivering products or services to customers, and then categorize them as those that
create value as perceived by the customer, those that create no value, and those that do not add
value. The last two categories are eliminated.
The value stream is that the set of all the precise actions required to bring a selected product
through the three critical management tasks of any business:
1. Problem-solving (from concept to production launch);
2. Information management (from order-taking to delivery);
3. Physical transformation (from raw materials to finished products delivered to the customer).
It should be noted that tasks 2 and 3 are traditional value chain activities but task 1 is not. The

starting point is that the end customer determines value. This means identifying what the
customer is willing to pay for, what creates ‘value’ for him or her. The whole process of
manufacturing and delivering a product should be examined and optimized from the customer
point of view. So once ‘value’ is defined, we will explore the worth stream, being all activities –
both value-added and non-value added – that are currently required to bring the merchandise
from staple to finish product to the customer. Business Process Management Traditionally,
organizations were built around functional departments, attempting to profit from economies of
scale and therefore the specialization of the workforce. However, the concentration of similar
activities into one organizational unit has a price: coordination between activities belonging to
different organizational units become more difficult.
This is not a problem when the organization environment is stable and predictable. The required
coordination is tackled by the common hierarchy, which is empowered to make the right
decisions, and by formal procedures. The latter are needed to prevent the hierarchy from being
flooded by routine questions. However, when the business environment becomes more volatile
the combination of coordination by hierarchy and procedures is not sufficient to tackle all the
coordination problems. Besides a structure, a corporation, like all biological system, has
processes. Processes, like fulfilling a customer order, determine how well a corporation
functions. Typically, processes are not contained within one functional department.
Consequently, the effective execution of a business

Business Process Management
Traditionally, organizations were built around functional departments, attempting to benefit from
economies of scale and the workforce's specialization. However, the concentration of similar
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activities into one organizational unit has a price: coordination between activities belonging to
different organizational units become more complex. This is not a problem when the
organization environment is stable and predictable. The required coordination tackled by the
common hierarchy, which is empowered to make the right decisions and formal procedures. The
latter is needed to prevent the hierarchy from being flooded by routine questions. However, when
the business environment becomes more volatile, coordination by hierarchy and procedures is
not sufficient to tackle all the coordination problems. Besides a structure, an organization, like
any biological system. Processes, like fulfilling a customer order, determine how well an
organization functions. Typically, processes not contained within one functional department.
Consequently, the effective execution of a business
process is the responsibility of more than one department and has to deal with differences in
functional objectives and priorities. An example of such a situation is planning a customer order
from the point of view of the sales department and the manufacturing and procurement
department. If the sales department imposes its priorities and schedules on the manufacturing
department, customers will be satisfied. However, this may probably occur at high
manufacturing and procurement costs. On the other hand, when manufacturing imposes its
priorities on the sales department and puts the customer on a waiting list, the customer may
eventually be lost. Again, under stable conditions, the common hierarchy (ultimately the CEO)
can handle these differences in points of view effectively.
A dynamic business environment coordination problem will become apparent and trigger a more
horizontal (as opposed to a vertical functional) view of the organization. Examples
are teams, matrix management, networked structures, and so on. However, coordination
problems do occur about business processes. For instance, faulty coordination results in low
performance of business processes in terms of quality, flexibility, and throughput time and
threatens its competitive position. Implementation of these organizational structures without
adopting a process view will probably be in vain. Adopting a Business Process Management
(BPM) view involves the explicit planning, organizing, executing, and controlling business
processes as entities. Typically, processes have internal and external customers and
cross-organizational boundaries, both intra-organizational departmental boundaries and
inter-organizational company boundaries. The latter is known as e-Business processes.

Role of IT in Business Processes

IT and business processes have a recursive relationship [Maholtra 1998]. IT supports the process,
and business processes are impacted by the capabilities that IT can offer. As for the latter (IT
impacts the process), IT may be considered as a key enabler of business process reengineering
[Hammer 1990; Davenport 1990] IT is expected to impact business processes in one or more of
the following ways [Davenport 1990]:
1. Transactional: with the help of IT unstructured processes can be transformed into highly
structured and routinized procedures;
2. Geographic: through its electronic communication effect, IT can transport data across
large distances swiftly and at low cost, which makes processes independent of any
geographic location;
3. Automated: IT may replace or reduce human labor in a process;
4. Analytic: IT can bring complex analytic tools and methods into a process;
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5. Informational: IT can bring large amounts of detailed data into a process;
6. Sequential: IT can bring about changes in the sequence of steps in a process; tasks that
used to be executed sequentially can be worked on simultaneously;
7. Knowledge management: IT can allow the capture and dissemination of formal (explicit)
knowledge, which can improve the process;
8. Tracking: IT allows detailed tracking of status etc of a process;
9. Disintermediation: IT can connect two parties in a process who would otherwise work
through an intermediary.
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Session 17 & 18

Governance Structure

Governance is about the organization of transactions and so about inter-organizational
relationships. A governance structure describes the organizational form, rules, and institutions
that structure a particular value exchange. In particular, it specifies which parties are involved
in a transaction, and which coordination mechanisms are used.The use of the Internet and related
technologies in the coordination of value exchanges impacts the inter-organizational
relationships. The Internet provides inexpensive connections for anyoneto anyone independent of
location, 24 hours each day. As a result, coordination costs are expected togo down, which
can affect the selection of the optimal governance structure for a specific valueexchange.

Markets vs. Hierarchies

Generally speaking, economies have two basic mechanisms for coordinating the flow of products
and services: markets and hierarchies. On markets supply and demand forces regulate the
external
transactions of fabric and immaterial goods between individuals and corporations , determining
design, price, quantity and delivery schedules. Buyers compare the many potential sources and
make a choice on the basis of the best combination of these attributes. Suppliers choose their
buyers on the idea of the simplest offer they will get. In the theoretical extreme case of atomic
competition there are not any relations between buyers and sellers, or among buyers, or among
sellers. The relation between a buyer and seller only exists for the duration of a
specific transaction.In hierarchies, on the other hand, it is assumed that products and services are
produced by theorganization that needs them. Production, availability, and delivery are
controlled and directed by
managerial decisions. It is the higher management strata, rather than market forces, that
determine the transaction characteristics. Suppliers are not selected from a group; in fact, there is
simply only one predetermined supplier, which is the own organization.
Next to plug and hierarchies, a 3rd way of coordinating the flow of products and services has
emerged: Networks can be differentiated from pure markets. Coordination with respect to value
exchanges in networks is achieved through joint planning and longer-term agreements. Networks
can also be differentiated from pure hierarchies. The network consists of legally and
economically independent organizations that With markets, supply and demand forces regulate
the external transactions of fabric and
immaterial goods between individuals and companies, determining design, price, quantity, and
delivery schedules. Buyers compare the many potential sources and make a choice on the basis
of the best combination of these attributes. With hierarchies, on the other hand, the flow of
products and services is controlled and directed by managerial decisions. It is the higher
management strata, rather than market forces, that determine the transaction characteristics.
Suppliers aren't selected from a group; buyers simply work with one predetermined supplier. In
many cases the hierarchy is simply a firm, while in others it may span two legally separate firms
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in a close, perhaps electronically mediated, sole supplier relationship. Real-time information
exchange, shared data formats and agreed upon workflows, inevitably increases the degree of
cross-business process integration between firms, moving towards electronic hierarchies or
private trading networks [Malone 1987].. Trust deals with the belief, or willingness to believe,
that one can rely on the goodness, strength, and ability of somebody (the seller and the buyer), or
something (for example, IT innovations). Trust is the expectation that arises within a community
of regular, honest, and cooperative behavior, based on commonly shared norms, on the part of
other members of that community [Fukuyama 1995]. If market governance is applied, the
execution of a value activity is outsourced to another party. Based on the forces of supply and
demand, a supplier is chosen that delivers the best combination of design, price, quality, and
availability. Co-ordination of market governance mainly exists on acquiring information on
aspects regarding design, price, quality, and availability from different sources, listing needs, and
selecting a supplier that fits this needs best, for each transaction. If hierarchy governance is
applied, the execution of a value activity is then done internally, by the firm itself. Design, price,
quality, and availability are not determined by forces of supply and demand, but by managerial
decisions. Coordination of hierarchical governance mainly exists on managing the value activity
in a way that its outcome fits the requirements of the firm as well as possible.

Bounded Rationality and Opportunism

Bounded rationality is a term used to indicate that the capacity of human beings to formulate and
solve complex problems is limited. Decision makers try to optimize the benefit to their outcome,
but they do not always succeed. Here, one can draw parallels with the game of chess [Douma
1998]. Chess players have all the information they need for their decisions: the positions of the
white and black pieces at the moment a move must be made. However, the total number of
alternative sequences of moves and countermoves is too big even for the world best chess
players to think them all through. You may want to make rational decisions, but your capacity to
evaluate the consequences of all decisions is limited. The idea of bounded rationality, then, refers
to human behavior that is intended to be rational, but in effect is so only to a limited degree.
The limits to human rational capacity present a problem in environments that are characterized
by
uncertainty and/or complexity. For example, consider a government that wishes to purchase a
new
generation fighter plane. Drawing up the contract required is very complicated because it
involves
defining all product specifications; and there is much uncertainty because the technology to be
used may still be in its developmental stage. This means that the costs of the new fighter plane
are
unknown as well. In such circumstances even drawing up the contract will be expensive. Thus,
bounded rationality in conjunction with uncertainty and/or complexity is likely to increase the
transaction costs involved.
Human beings not only have a limited capacity for rationality, they also sometimes display
opportunistic behavior. Opportunism can be described as ‘self-interest seeking with guile’ and as
making ‘self-disbelieved statements’ [Williamson 1975]. In other words, opportunism is trying to
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exploit a situation to one own advantage. This does not mean that everybody behaves
opportunistically. But it has to be assumed that some people might do so sometimes, and that it is
impossible or difficult (and therefore costly) to distinguish the honest from the dishonest.
Suppose
you want to buy a second-hand car. You have a choice between cars A and B. You do not see any
difference, but car A has been inspected by an independent expert who tells you it has no defects,
while in the case of car B you can only take the seller word for it. Many buyers will prefer car
A, even if the inspection has made it a little more expensive. Not that they believe the other seller
is lying; they just cannot rule out that possibility and prefer not to take any chances. Therefore,
when conducting business, some money is often spent – on contracts, inspections, and the like –
just because some people might sometimes behave opportunistically. Now consider a situation in
which large numbers of second-hand car sellers and buyers trade with each other on a regular
basis. Buyers who have negative experience with one of the sellers will simply never buy from
him or her again but take their business elsewhere. In such a market there is no need for extra
inspections, complicated contracts, etc. Opportunism, then, is a problem only if it occurs in
conjunction with small numbers of trading partners who do not worry about their reputations
because there is no alternative. This is called small numbers exchange. It is under circumstances
involving the possibility of opportunism and small numbers exchange that transaction costs are
likely to increase.

Networks

For some time, increased emphasis has been placed on networks. This development is considered
a reaction to the narrow perspective of the original markets-and-hierarchies’ framework, which
seems to suggest that the only choice is between market or horizontal coordination and
hierarchical or vertical coordination. New organizational forms are emerging, where independent
organizations engage in longer-term relationships. These relationships bear the characteristics of
markets: the participants are independent, transactions are governed by contracts in which prices
have been agreed, and the participants are able to put an end to the relationship. However, these
relationships also bear the characteristics of hierarchies. Multiple coordination mechanisms are
applied to improve the efficiency and effectiveness of the transactions. In addition, critical, even
confidential, information is shared, participants are engaged in collaborative processes, and
coordination occurs through mutual adjustment. The emerging organizational form is called the
network organization, made up of more or less equal members who have formal and informal
relationships with one another. Inter-company networks (or simply networks) are complex arrays
of relationships between companies, which establish these relationships by interacting with each
other [Jarillo 1988].
In Chapter 4 we distinguished between three types of e-Business relationships: operational,
tactical, and strategic. Typical of tactical and strategic types of relationships is an increased
commitment to each other. The relation on an operational level exists for the duration of a single
order; on a tactical level it may have the scope of a year or longer (e.g., needing a sharing of
planning information). Managers or entrepreneurs can use networks to move their companies
into stronger competitive positions. That is why these are called strategic networks: long-term,
purposeful arrangements among distinct but related profit-oriented organizations that allow their
participants to gain or sustain competitive advantages over their competitors outside the network
[Jarillo 1988]. Networks are a mode of organization that is neither based strictly on the price
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mechanism nor on hierarchical decision-making, but on coordination through adaptation. An
essential component of the strategic network concept is the hub company (or server company
[Hinterhuber 1994]): the company that sets up the network and actively takes care of it.
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Session 19 & 20

e-Procurement

No company is self-sufficient. Every company depends on suppliers and contractors to meet a
variety of organizational needs: manufacturing, support, and management processes require
materials, components, goods, equipment, supplies, merchandise, and specialist services.
Consequently, purchasing is a function every company requires. The changes in competitive
environments of the past two decades have made it even more important. One of the major
strategic implications of these changes has been a strategic reorientation on the degree of vertical
integration. Business strategy is moving away from in-house manufacturing towards an
increasing dependence on suppliers and subcontractors [van Stekelenborg 1997]. Economically
speaking, a company profitability depends to a large extent on its ability to procure necessary
goods and services at competitive conditions. This contribution of the purchasing function, not
only relates to the availability of goods and services, it also concerns the efficient (internal)
organization of buying processes. In this chapter, we discuss how the Internet potentially impacts
the total purchasing process, and how it may improve the efficiency of traditional IT support. For
this purpose, we define e-Procurement as the application of Internettechnology to the buying and
selling of goods and services. An e-Procurement network provides asecure market place, sales
platform, and transaction tracking system to buyers and sellers.
Purchasing is the external acquisition at optimum conditions of goods, services, and materials
(including machinery, tooling) that are needed for production, sales, and maintenance. This
implies
optimizing not only the costs of the goods and services themselves, but of the organization
involved as well. In doing so the purchasing function contributes to the company profit potential.
The responsibilities of those involved in purchasing therefore include the goods flow planning –
in terms of on-time availability – of materials and services, as well as guaranteeing the current,
uninterrupted continuity of the goods flow by ensuring the availability of goods and services to
be purchased. The general objectives of the purchasing function are traditionally expressed as the
five rights: acquiring materials and services of the right quality, in the right quantity, at the right
time, at the right price, and from the right supplier. The right supplier is mentioned explicitly
because it must not only fulfill the first four objectives but also be able to deliver the right
services in order to secure the optimum supply and utilization of materials under all conditions.
The purchasing function economic importance is considerable. The average industrial company
in the United States spends around 56% of its sales income on purchases from outside sources.
This percentage varies from 35% for instrument manufacturers to 90% in the petroleum and coal
industry.
The Purchasing Process

Purchasing activity is the result of a decision-making process. In their classic study, Webster and
Wind define organizational buying behavior as the decision-making process by which formal
organizations establish the need for purchased products and services, and identify, evaluate, and
choose among alternative brands and suppliers [Webster 1972]. This purchasing process is
initiated by a current or, preferably, anticipated purchasing problem – in other words, there is a
need that can be fulfilled by externally acquiring goods or services. Such processes consist of a
number of logical subsequent steps, such as adequately defining the purchasing problem,
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performing market research into suppliers and products, coming to an agreement on purchasing
conditions, and, finally, the purchasing decision itself. Implementing the decision includes
placing orders, receiving and checking deliveries, checking and paying invoices. Finally, the
supplier performance has to be evaluated. Depending on the newness of the purchasing problem,
preparing purchasing decisions either involves simple routine procedures or a complex set of
activities. Especially when the goods involved are of essential importance to the company,
purchasing will be a strategic activity characterized by extensive preparations, and negotiations
with multiple suppliers.
Different models have been proposed to describe the organizational buying process. We shall
first introduce the buy-grid model [Robinson 1967] and then the Purchasing Portfolio [Kraljic
1983]. The buy-grid model is based on an early descriptive study by the Marketing Science
Institute, which concluded that a division into eight stages best describes the organizational
buying process:
1. Anticipating or recognizing a problem (need) and proposing a general solution;
2. Determining the characteristics and the quantity of the item needed;
3. Describing the characteristics and the quantity of the item needed;
4. Searching for and qualifying potential sources;
5. Acquiring and analyzing proposals;
6. Evaluating proposals and selecting suppliers;
7. Selecting an order routine;
8. Performance feedback and evaluation.

IT and Purchasing

Purchasing is a classic source of inefficiency [Gebauer 1998]. Policies and forms are among the
most common instruments to standardize and control the purchasing process, but to cover the
wide range of potential situations, companies usually apply a large numbers of rules, and the
resulting procedures are often complex, slow, and expensive. Especially in the case of class C
products, the costs of the buying process are often higher than those of the goods and services
purchased. With buying processes typically involving a large amount of information processing
and communication, procurement is well suited for IT support and automation, in every stage.
However, before the advent of the Internet, IT systems available often supported only the
information stage (electronic catalogs), or they were used to automate operational activities
during the settlement stage – including payment, especially in cases in which high volumes and
frequencies justified setting up electronic data interchange (EDI) systems. The companies using
them often owned these systems, and they were not interactive. Generally, little IT support was
provided for the negotiation stage, or for capital and maverick buying. Maverick buying relates
to a situation where employees directly buy products, possibly bypassing existing central
contracts with suppliers. In these areas most processes were still mainly paper-based and manual
[Segev 1997]. The first application of IT to purchasing processes was the use of CDs to record
and transfer product and supplier information, which saved time during the selection stage. But
all suppliers had their own way of offering information, which made comparing them difficult.
E-Procurement implementations started out by placing orders with suppliers through fax and
e-mail, and EDI (Electronic Data Interchange). EDI systems helped to improve the efficiency
and speed of the contracting and ordering stages, which was especially practical for companies
which regularly ordered large quantities of the same goods, since it improved transaction
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efficiency and speed. EDI systems, however, are only worthwhile for long-term supplier-client
relations since they involve significant investments. Subsequently, most solutions have added
XML (extensible Markup Language) and access to online catalogs as a means of placing orders.
These allowed buyers to compare products and offerings.

e-Procurement

Procurement is an important element in any business. It is involved in almost every link in the
supply chain where physical products and information flow from suppliers to end customers.
Procurement can be both driven by long run production plans and short-term needs with little
predictability. Procurement can be classified as direct procurement and indirect procurement
based on the nature of an organization products [Baron 2000]. Direct procurement deals with
items that are required for the direct production of an organization products, while indirect
procurement deals with items that support the production. Items that are used in the production
of an organization
products – direct items – are typically planned and predictable and have high value of MRO
orders. In contrast, items that are used in processes that support production – indirect items – are
often less planned and, thus, less predictable with the value of MRO orders being much smaller
than that of direct items. As a result, direct procurement is well planned and predictable, while
indirect
procurement often happens on an ad hoc basis and is much less predictable. Although the value
of indirect item orders is much smaller than that of direct items, the cost to process each is
roughly the same, and this can result in the classic case of an item that costs more to order than it
does to pay for [Baron 2000].
Global competition, pricing pressures, and difficult financial markets are forcing organizations to
develop new strategies for achieving improvements in productivity and costs. As a result, the
ability to control costs and coordinate activities across the supply chain is rapidly emerging as a
primary source of competitive differentiation within every industry. Automating procurement
offers the greatest opportunity to improve processes, increase productivity, and reduce costs
across the supply chain. Purchased products and services are the single largest expense at most
organizations, accounting for around $.50–.55 of every dollar earned in revenue [Aberdeen
2001]. E-Procurement leverages Internet technology to electronically enable corporate
purchasing processes [van Weele 1994]. It is the electronic purchase and sale of supplies and
services over the Internet. The Internet has virtually eliminated traditional procurement barriers,
providing instant access to thousands of buyers, suppliers, and marketplaces around the world.
E-Procurement covers the entire purchasing process, from gathering information to delivery.
Consequently, the process includes inbound logistics such as transportation, goods-in, and
warehousing before an ordered item is used. EProcurement utilizes electronic catalogs, automatic
routing of an electronic requisition through approval process, and electronic transmission of the
completed purchase order to the vendor. E-Procurement is characterized by the purchase of
supplies and services over the Internet. Its software applications and services are employee
self-service solutions that streamline and support the purchase of non-production materials like
office supplies, computer equipment, and maintenance, repair, and operating (MRO) provisions.
These items can account for 30% to 60% of a company total expenditure, yet they remain poorly
controlled and costly to process at most organizations. The services of e-Procurement include
consolidation, control, and automation of purchasing processes. Typically, e Procurement
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systems allow qualified and registered users to look for buyers or sellers of goods and services.
Depending on the approach, buyers or sellers may specify prices or invite bids

Transactions can be initiated and completed. Ongoing purchases may qualify customers for
volume discounts or special offers. The possibility of an end-to-end integration of the purchasing
cycle is created by e-Procurement. Buyers can look into their supplier systems to check
inventory before ordering, configuring products, scheduling production and receiving,
optimizing logistics, and coordinating and planning supply chain activities. Systems of
e-Procurement may make it possible to automate some buying and selling processes. Companies
participating expect to be able to control procurement process more effectively, reduce
purchasing agent overhead, and improve manufacturing cycles. Appropriate e-Procurement
application software allows an organization to carry out purchasing processes. Depending on the
sophistication of the software, it allows buyers to perform some or all of the following functions:
access supplier information, including catalogs, generate requisitions, obtain approvals in
accordance with the business rules of the organization, send purchase orders to suppliers, receive
invoices, and process payment. Handling all these steps electronically allows better control,
quicker transactions, and a reduction of the amount of paper used.
E-Procurement solutions provide increasing support for unplanned purchases, which can
represent between 30% and 40% of all indirect procurement [Aberdeen 2001]. Spot buys involve
a frontline employee requesting that the purchasing department source or acquire an item or
service that is not currently represented in the organization existing contracts. Typically managed
through a mix of phone calls and ‘paper pushing the spot-buy process is inefficient and time
consuming. Automating the request and sourcing process reduces the cycle time and costs
associated with spot buys.
The three main types of e-Procurement schemes are
online catalogs,
auctions and reverse auctions.

● e-Procurement empowers aggregated, cross-enterprise spending, resulting in lower prices
through higher-volume purchasing; Improved process efficiency:

● e-Procurement makes it easier for companies to increase purchasing control and work
with preferred suppliers; Increased control:

● e-Procurement provides a consistent method for handling all purchasing needs; Global
reach:

● e-Procurement provides access to a global supplier base, allowing companies to work
with suppliers whobetter fit their needs and reduce material costs by strengthening
existing supplier relationships.
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Session 21 & 22

Integration of Supply chain

Supply chain management may be defined as the management of upstream and downstream
relations with suppliers and customers to deliver superior value at less cost to the supply chain as
a whole[Christopher 1998]. Essentially, supply chain management is the integration and
management oforganizations and activities through cooperative organizational relationships,
effective businessprocesses, and high-levels of information sharing in order to create
high-performing value systemsthat provide the organizations in a supply chain with a sustainable
competitive advantage [Handfield2002]. Supply chain management is characterized by two
models: the push and pull model or a combined push-pull approach: In the push model,
production, assembly and distributions are based on forecasts. It helps to plan inventories,
production, assembly, and distribution in optimal batches. However, forecasts are often wrong
and cannot be used for highly customized products. Conventional IT support for the push model
focuses on the use of independent data management activities for enterprise information systems,
by supply chain members as well as limited use of XML/EDI.
In the pull model, products are built in response to customer orders. Actual customer demand
(the
customer order) drives the planning of production and distribution. Here the supply chain is
constructed to deliver value to the customer by reducing costs and increasing service quality. In
the pull model, there needs to be much closer links between the members of the supply chain
using technology such as XML/EDI to minimize document transfer and reuse.

Several techniques to implement supply chain management have been identified in the literature
[Higginson 1997]. These include:
Maintaining long-term relationships with supply chain members [Buzzel 1995];
Working cooperatively with fewer suppliers to reduce chain-wide inventory levels and cycle
times [Davis 1993; Inge 1995];
In this context, information sharing is a fundamental approach, which seeks the goals of the other
approaches at the same time. The coordination and integration of information flows within and
across companies, are critical for an effective supply chain management. Sharing information is a
key component for tight integration to optimize the chain-wide performance, and it has been
facilitated due to recent advances in information technology.

Figure 10.5 shows a typical distributed computing solution that integrates data sources and
computing capacity across a supply chain involving manufacturers, suppliers, and customers.
This solution involves highly scalable application servers to support portals, and collaboration
services that let partners, suppliers, and customers communicate and share resources, e.g.,
enterprise information systems, such as ERP, CRM and SRM, to deliver applications such as
procurement, demand forecasting, planning, manufacturing, distribution, and transportation
management. It also involves Web servers and communication servers to manage access to
enterprise information systems, maintain connectivity, and handle data representation. Note that,
in Figure 10.5, a shared data repository is used to enable collaboration through end-to-end order
and inventory visibility.
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Nowadays, to achieve increased integration, the trend is towards the combination of an IT
architecture
featuring loosely coupled and decentralized Web services, with standard (industry-specific)
business processes that closely reflect the interactions among trading partners in a supply chain.
A function deployed as a Web service uses common protocols to communicate with other Web
services, and systems that can receive XML based data. Web services could be used for aspects
of supply chain integration. For example, a Web service could be harnessed to [Hernacki 2003]

1. Check inventory levels in various databases on the supply network;
2. Compare that with orders for product that use that inventory;
3. Check orders already placed with the supplier to replenish existing inventory;
4. Determine the difference;
5. Automatically place orders directly with the supplier systems. This becomes a purely
6. automatic function, ensuring that inventory for production is always at sufficient levels.

Integrated Supply chains

A company rarely interacts only within a single supply chain, but rather must connect with
several supply chains as product offerings and business dictate. Consequently, businesses
increasingly integrate their value chains by redesigning their structures to move from hierarchical
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– with a focus on management control – to horizontal organizations – built around business
processes, teamwork, and empowerment.
By coordinating, collaborating, and integrating with other suppliers, customers, and business
partners, companies create an extended virtual enterprise. Company value chains are thus
transformed into integrated value chains to support the requirements of the new extended
enterprises. Supply chain integration may be defined as the process by which multiple enterprises
within a shared market segment collaboratively plans, implement, and monitor the flow of goods,
services, and information along the value system in a way that increases customer-perceived
value and optimizes the efficiency of the chain [Dobbs 1998].
The concept of integrated value system is expected to have major impact, allowing companies,
and ultimately customers, to benefit from reduced inventories, cost savings, improved
value-added goods and services to customers, and tighter links with business partners. In these
settings, enterprise information systems can no longer be confined to internal processes,
applications, and data repositories, rather they span networks of enterprises, incorporating
systems of trading- and distribution-partners as well as customers.
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Session 23& 24

Web technologies and application

Technically speaking, the World Wide Web (Web) is a collection of middleware services that
operates on top of TCP/IP networks, i.e., the Internet. Conceptually, the Web can be viewed as a
vast information system consisting of software applications or processes that exchange
information and that act on behalf of a user or another application. Identification, data formats,
and protocols are the main technical components of Web architecture [Jacobs 2002].
This architecture consists of:
Identifiers. A single specification to identify objects in the system: The Uniform Resource
Identifier (URI) [Berners-Lee 1998]. Formats. A non-exclusive set of data format specifications
designed for interchange between agents in the system. This includes several data formats used
in isolation or in combination (e.g.,HTML [Raggett 1999], XHTML [Pemberton 2000], Xlink
[DeRose 2001], RDF, and so on), as well as technologies for designing new data formats (XML
schemas and namespaces).
Protocols.A small and non-exclusive set of protocol specifications for interchanging information
between agents, including HTTP [Gettys 1999], SMTP, and others. Several of these protocols
share a reliance on the Multipurpose Internet Mail Extensions (MIME) Media Type, a
metadata/packaging system [Freed 1996].
The Web is a universe of resources. A resource is defined to be anything that has identity.
Examples include documents, files, menu items, machines, and services, as well as people,
organizations, and concepts [Berners-Lee 1998].
A Web architecture starts with a uniform syntax for resource identifiers, so that one can refer to
resources, access them, describe them, and share them. The Uniform Resource Identifier (URI) is
the basis for locating resources on the Web. A URI consists of a string of characters that uniquely
identifies a resource. The W3C uses the newer and broader term URI to describe network
resources rather than the familiar but narrower term, the Uniform Resource Locator (URL).
URI is all-inclusive, referring to Internet resource-addressing strings that use any of the present
or future addressing schemes [Berners-Lee 1998]. URIs include URLs, which use traditional
addressing schemes such as http and ftp, and Uniform Resource Names (URNs), a newer Internet
addressing scheme.
The Web organizes inter-linked pages of information residing on sites throughout the world. Web
pages rely on markup languages to tag text files for display at Web browsers. Hypertext Markup
Language (HTML) defines the display characteristics of those Web pages, and the HTTP
protocol delivers pages between servers and client applications [Raggett 1999]. Hyperlinks
within document pages provide a path from one document to another. The hyperlinks contain
URLs for the needed resources. Interwoven pages can simply be traversed by following
hyperlinks. An HTML document comprises elements and tags. The elements are the HTML
encoding that specifies how a document or part of a document should be formatted and arranged
on the display screen. HTML also uses tag encodings that indicate where an HTML element
should start and where it ends to define elements.
The Web is designed to create the large-scale effect of a shared information space that scales well
and behaves predictably. Hypertext Transfer Protocol (HTTP) is an application-level protocol
specially designed for Web users.

Web-based applications
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Web sites provide the content that is accessed by Web users. For example, Web sites provide the
commercial presence for each of the content providers doing business over the Internet.
Conceptually, a Web site is a catalog of information for each content provider over the Web. A
Web site consists of three types of components:
1. A Web server;
2. Content files (Web pages);
3. And/or gateways (programs that access non-Web content such as databases).
A Web server is an application (technically a server process) that receives calls from Web clients
and retrieves Web pages and/or receives information from gateways.
Web browsers are the clients that typically use graphical user interfaces to wander through the
Websites. At present, Web browsers such as Netscape and Internet Explorer provide an intuitive
view of information where hyperlinks appear as underlined items or highlighted text/images
Web-based applications are applications that leverage Web clients, such as Web browsers, Web
application servers, and standard Internet protocols. They also typically leverage existing
applications and data from external sources. The major elements involved in a Web application
topology are the following [Nartovich 2001]:
Web clients (typically browsers but also Web applications) through which users communicate
with Web application servers — using Internet protocols such as TCP/IP, and HTML — to
access business data and logic. The primary function of the client is to accept and validate user
input, and present the results received from the Web application server to the user.
The main function of the Web application server is to process requests from the clients by
orchestrating access to business logic and data and returning Web pages composed of static and
dynamic content back to the user or client application. The Web application server provides a
wide range of programming, data access, and application integration services for developing the
business logic part of Web-based business applications.
Infrastructure services that equip the Web application server with caching, directory and security
services. Included in these services are firewalls that protect an organizationnetwork and
resources from being compromised.
External services that consist of existing (non-Web) mission-critical applications and data
internal to an enterprise as well as external partner services, e.g., financial services, payment
services, information services, and so on, and external partner business applications. Most of
these existing services control an enterprisecore business processes.
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Session 25& 26

Types of Web applications

There are many types of Web documents that are displayed on a Web site. These include not only
HTML pages but also other content types such as GIF and JPEG format images, MPEG-format
video, and so on. Usually these document types are presented to the user as subsidiary parts of
the HTML page. However, from the serverperspective, all Web documents are equal in that they
require the server to respond to a unique request. The server may handle that request by
delivering a file, e.g., an HTML page stored in the file system, which is found on the server
system, or by executing another program to dynamically generate the requested resource. The
distinction between the documents found on a file, and are known as static documents, and
documents that have an interactive and usually time-sensitive nature, and are known as dynamic
documents, is important
Static documents are delivered from the file system of the Web server, which locates the file in
the filing system and delivers it to the client application. Static documents present information
that is unlikely to change, or information that needs to be updated by hand. Static documents
cannot accept complex input from the user but can contain links to other documents. This
capability delivers a simple form of interactivity. It can be even used to explore databases only
when the Web page author has anticipated possible ways in which the user may wish to explore
the database and has provided links to that effect [Boutell 1996].
Dynamic documents, unlike static documents require the server to generate the document on the
fly. While static documents can be read from an existing file, dynamic documents may not exist
on a disk at all. For example, dynamic documents can be generated from databases, video
capture systems, and from scientific instruments such as weather monitoring systems [Boutell
1996]. Such documents are generated by the server and often transmitted directly to the client as
soon as they are created, without being stored in the serverfile system.

Construction of Web applications

Purely dynamic documents are generated when the Web server invokes gateway programs, see
Figure 6.5. The Web gateway receives user input associated with the document and generates the
document along with any important information that identifies it. Web gateways are used to
generate Web content, i.e., HTML pages, and provide access to non-Web content such as
databases. In general, Web gateways to non-Web resources are mechanisms used to bridge the
gap between Web browsers and the corporate applications and databases. The gateways are used
to provide access to non-HTML information and convert it to HTML format for display at a Web
browser.
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The traditional way of adding functionality to a Web server is the Common Gateway Interface
(CGI), a language-independent interface that allows a server to start an external process on
behalf of the client. In a traditional CGI environment, the Web server spawns a new process
every time a client requests a CGI application, loading and executing a Perl interpreter for each
request. This can cause severe performance problems for the server if many users submit
requests concurrently and also makes it cumbersome to manage persistent data. A CGI program
does not get stored in memory between requests. Thus, a CGI program needs to be loaded and
started for each CGI request. The CGI interface is supported on a wide variety of Web servers.
However, CGI programs themselves are not inherently portable across platforms, so careful
design is required to construct portable CGI applications.
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Web-enabled applications are a special case of client-server applications where the client is a
standard Web browser like Netscape Communicator or Microsoft Internet Explorer. Modern
Web-enabled applications leverage the three-tier architecture that we discussed earlier in this
book.
As Figure illustrates, a customer, business partner, or service provider may send a request from a
Web browser. This could be using a workstation or PC-based browser or some other means such
as a WAP phone or PDA. The request is sent to the Web server via the relevant network medium,
which could be the Internet, an intranet, or extranet via HTTP and other Internet-related
protocols, e.g., SOAP. The Web server receives the request from the network and handles
requests for traditional static pages while it passes any requests for other types of processing
(such as dynamic pages) to the application server. The application server extracts information
from a variety of back-end data sources in line with business rules. The results are finally sent
back to the Webserver for passing on to the client application.

What is middleware?

Middleware is connectivity software that is designed to help manage the complexity and
heterogeneity inherent in distributed systems. It builds a bridge between different systems by
enabling communication and transfer of data. It is often used in a client/server environment.
Middleware can be applied to manage disparate applications both within one single organization
and between various independent organizations. Within one single organization middleware will
support the collaboration between existing (legacy) applications. When different organizations
have to work together, e.g. in the context of an electronic marketplace or of a dynamic networked
organization, middleware may create an interface between the different company systems.
Middleware may be customized software or purchased as a standard package (called enterprise
application integration software). Middleware is often used to connect a Web server to
applications or data stored on another computer. The Web server presents information to browser
programs available on (client) machines. More precisely, middleware could be defined as a layer
of enabling software services that allow application elements to interoperate across network
links, despite differences in underlying communications protocols, system architectures,
operating systems, databases, and other application services. Provide a consistent set of
higher-level network-oriented abstractions that are much closer to application requirements in
order to simplify the development of distributed systems. Leverage previous developments and
reuse them rather than rebuild them for each usage. Modern middleware products mask
heterogeneity of networks and hardware, operating systems and programming languages. They
also permit heterogeneity at the application level by allowing the various elements of the
distributed application to be written in any suitable language.
Middleware encompasses a variety of different types of products with different capabilities that
can be divided into five broad segments:

1. Remote Procedure Calls (RPCs);
2. Message-oriented middleware;
3. Data-access middleware;
4. Transaction-oriented middleware;
5. Object Request Brokers (ORBs).
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e-Business Security:
Security is emerging as the essential element that must be woven into the fabric of a corporate
network, bringing together critical resources such as the infrastructure, systems, applications and
users. In the physical world enterprises rely on conventional security measures to protect and
safeguard confidential corporate information. Traditional enterprise security has focused almost
entirely on keeping intruders out by using tools such as firewalls and content filters. Firewalls act
as a secure interface between a private, trusted enterprise network and external untrusted
networks (see section 13.6.2). Firewalls use content filters to permit/deny packet flow based on
the origin and destination of the packet addresses and ports. The firewall can be used to control
access to and from the enterprise network. This includes access to resources such as application
services and specific hosts. When properly configured to implement a judicious security policy,
firewalls can protect an enterprise network from intrusion and compromise. e-Business is forcing
enterprises to move away from private communication networks to open public networks such as
the Internet, where enterprises open their private network applications and information assets to
customers, suppliers and business partners. enterprises must rely on sophisticated electronic
means for protecting business critical information, transactions and communication with many
trading partners, customers, and suppliers, over insecure networks such as the Internet.
e-Business security involves the complex interaction of multiple computer environments,
communication protocols, Web interfaces, policies and procedures that must all be considered
when implementing a coherent, consistent approach to e-Business security. What is required is a
comprehensive e-Business security solution that is easily managed and satisfies a demanding set
of user and developer security requirements, and provides capabilities such as performance,
speed of deployment and scalability, as well as the flexibility to accommodate evolving
technologies such as wireless devices and web services. e-Business security marks a departure
from traditional security as it poses new security requirements in connection with access
(authentication, authorization), confidentiality, nonrepudiation and integrity of information [Yang
2000].

Authentication: This is a combination of identification (claiming an identity) and verification
(proving that the identity is as claimed). Authenticity refers to a state in which there can be no
dispute about the identity of the communicating partners. It is the most important of the
conditions to be met because none of the other aspects can be safeguarded without a reliable
authentication mechanism [Ford 1997]. Authentication verifies that the identity of entities is
provided using public key certificates and digital signature envelopes.
Authorization: This ensures that the information sent is accessible only to those who are
properly
authorized. No third parties must be able to read the information while it is being transferred or
stored. Authorization verifies that the identity has the necessary permissions to obtain the
requested resource or act on something before providing access to it. Normally, authorization is
preceded by authentication.
Message integrity: This involves safeguarding the accuracy and completeness of the
information
and its processing methods. Integrity ensures that data cannot be corrupted or modified, and
transactions cannot be altered. Message (data) integrity comprises two requirements:
--Data Received must be the same data.
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--At any time in future it is possible to prove whether different copies of the same document are
in fact identical.

Confidentiality : Confidentiality means that an unauthorized person cannot view or interfere
with
a communication between two parties. It refers to the ability to ensure that messages and data are
available only to those who are authorized to view them. Confidentiality is sometimes confused
with privacy, which refers to the ability to control the use of personal information.
Operational defence :The system must be able to detect and guard against attacks by
illegitimate
messages, including XML Denial of Service (XDoS) and XML viruses, and must be
operationallyscalable with existing personnel and infrastructure.
Auditability means that operations on content must be transparent and capable of being proven.
That is, the information system and the information contained in it may readily be audited to
check whether they conform to the standards specified, even when there are interruptions.

Companies face increasing risk from network security breaches as networks have grown more
complex and difficult to manage and increasingly have multiple entry points – for example,
Virtual
Private Networks (see later in this section) and wireless access points. This exposes networks to
threats from unknown software and unprotected connections.
Network level security incorporates embedded encryption functionality within network devices
or
operating systems utilizing Internet Protocol Security (IPSec), see Section 13.5.1. Network level
solutions are usually designed to terminate the secure connections at the corporate firewall.
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Enterprises employing network level security solutions rely on two main technologies to protect
their networks: firewalls and vulnerability assessment.

Firewalls
Networks must be kept safe from typical e-Business threats, such as spoofing and ‘man in the
middle attacks. Firewalls identify incoming traffic by name, IP address, application etc. This
information is checked against the rules that have been programmed into the system. Thus, any
unauthorized communication between the internal and the external network is prevented. For a
firewall to be effective it must be an integral part of an overall security policy, covering broader
corporate policies and user responsibilities; as a stand-alone measure it will have limited effect.
Clear organizational structures and procedures are needed to create and maintain effective
firewalls. The rules regarding the identification of who and what is accepted or rejected must be
made explicit and they have to be maintained. Firewalls are typically configured to filter traffic
based on the basis of a deny, unless specifically permitted, policy [Minoli 1998]. Functions
typically provide by a firewall include the following [Ford 1997]: Because firewalls determine
what traffic is allowed to pass into an enterprise from the Internet, they are the essential first line
of defense against hackers. A firewall that is a perfect brick wall admits no outside traffic and
ensures perfect security for an enterprise. It is hardly practical, however, because it isolates the
company from its customers and partners. Rather, the firewall must selectively admit traffic
based on the guidelines a company defines.
Figure 13.2 shows a typical enterprise network after deploying a firewall. The enterprise network
is likely to include several types of subnetworks. The firewall usually directs the traffic coming
from the web server directly to internal resources, such as data servers, and prevents any other
resources from being accessed by traffic coming from the website server.
As Figure 13.2 shows, the main mission of the firewall is to protect an internal trusted network.
Finally, Figure 13.2 shows that an enterprise network may include an enclave network. This is
another form of internal network protected from the rest of the internal network to mitigate
internal threats to sensitive data.
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Owing to the fact that e-Business transactions must flow over the public Internet, and therefore
involve a large number of routers and servers through which the transaction packets flow,
security
experts believe that the greatest threats occur at the level of Internet communications. This
situation is very different from a private network where dedicated communication lines are
established between communicating parties. Cryptography is essential for the secure exchange
of information across intranets, extranets and the Internet. Cryptography is the science of
protecting data by mathematically transforming it into an unreadable format and as such it
is an important technique with which to address requirements regarding message security.
Cryptography enables the user to encrypt and decrypt messages, allowing only authorized
persons to read them. Encryption is a process where the plaintext is placed into a codified
algorithm and an encryption key used to transform the plaintext into ciphertext. The encryption
key is used in the algorithmic formula to scramble the information in question in such a way that
it could not easily be descrambled without knowledge of the secret
encryption key. Decryption on the other hand is the reversing of encryption with the ciphertext as
input and the plaintext as output. These are: authentication, confidentiality and message integrity.
Cryptography also addresses nonrepudiation. There are currently three cryptographic techniques
that are used to protect the security of Internet communications. These are as follows:

Symmetric key encryption, in which sender and receiver use the same also called shared key
encryption or secret key cryptography, uses a single key that both the sender and recipient
possess, see Figure 13.3. This key, used for both encryption and decryption, is called a secret key
(also referred to as a symmetric key). Symmetric key encryption is an efficient method for
encrypting large amounts of data. Many algorithms exist for symmetric key encryption, but all
have the same purpose – the reversible transformation of plaintext into cipher text.
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Asymmetric encryption
In order to overcome the disadvantages of symmetric encryption, a different cryptographic
system,
which involves the use of different keys, has been devised. This type of encryption is called
asymmetric encryption or public key cryptography. In contrast to symmetric encryption, the
primary characteristic of asymmetric encryption (public key cryptography) is the fact that instead
of one key, both the sender and the receiver need two keys, one of which is public and the other
private. These two keys share a specific property in that when one of these keys is used to
perform encryption, only the other key is able to decrypt the data. Whichever key is used to
encrypt requires the other key to decrypt. For instance, data encrypted with the private key can
only be decrypted using the public key. Figure 13.4 shows that the sender encrypts their message
using the receiver public key. Therefore, only the receiver can read the original message using its
private key. In this way, both parties can communicate without having to exchange private keys.
Thus, both confidentiality and the receiver authenticity are guaranteed (not the sender
authenticity, since anybody can use the receiver public key).
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Session 27& 28

Enterprise Application Integration

One of the key enabling technologies that has emerged to help organizations achieve internal
integration is Enterprise Application Integration. EAI seeks to eliminate islands of data and
automation caused by disparate software development activities and to integrate custom and
package applications (including legacy) to drive operational efficiency within an organization.
EAI is not a technology per se, but a collection of tools, techniques and technology that enable
applications to interoperate effectively. EAI may involve applications running on the same
computer, on disparate computers within the same data center or on computers distributed across
an enterprise network. EAI based connectivity is the precursor to developing an integrated
e-Business infrastructure and the automated support needed to fulfill e-Business transactions.
EAI is a strategy that does not specify products, tools or technology for its inception. It is an
on-going process, utilizing new technology within the technical infrastructure to allow
applications to mirror the ideal workflow of the business. EAI can be defined as the requirement
to integrate the operational behavior, or business rules, of disparate systems, as well as the data
that underlies them, into new business processes. EAI is non-intrusive: the applications being
integrated do not change, or the changes are slight and insignificant. The ultimate goal of EAI is
to encapsulate the enterprise in a single virtual application of heterogeneous and autonomous
parts working together in a cohesive system. At the core of EAI is the approach to the solution.
Too many integration projects, in particular ERP systems, have come from a “bottom-up”
perspective, where integrating the data was the objective, leading to processes having to fit
around the data. EAI, on the other hand, demands that integration is driven by the business need,
and thus uses technology as a means to an end. Traditional EAI software provides the
infrastructure to rapidly connect and interface information and systems between an organization
internal applications.

The major characteristics of EAI are follows:
EAI provides the infrastructure to reuse, rapidly connect, interface and unify information and
business processes between an organization internal applications into a cohesive corporate
framework within the enterprise. EAI represents both the products and the process of integrating
new and legacy applications (including packaged applications) with data files and databases.
The purpose of EAI is to integrate custom and package applications and map data
betweenapplicationsto drive operational efficiency within the corporation. Typically, this means
extending the major customer-interactions – such as registration and order management,
invoicing and payment – and management of customer transactions, for example,
accommodating requests from the Web for products and services and integrating the vast
amounts of customer information.
EAI includes both front-end and back-end processes – such as inventory, order management, and
customer service – required for complete fulfillment of customer requests. EAI seeks to enable
enterprises to react with consistency and speed through access to business information in
real-time.
EAI is non-intrusive: the applications being integrated do not change, or the changes are slight
and insignificant.
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Layers of EAI integration

EAI enables the collaboration between disparate systems across the divisions of an enterprise.
Until
very recently the majority of EAI efforts have concentrated on integrating existing data and
application assets. Today, EAI requirements are encompassing not only integration of existing
organization assets but the full spectrum of communications, business processes and transactions
occurring electronically. It is thus convenient to perceive EAI as a conceptual multi-layered
framework addressing integration issues at several hierarchical levels including:
1. transportation layer
2. data integration layer
3. application programming interface integration layer and
4. business process integration layer.
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Business Process Management
The extension of BPI with management aspects is commonly referred to as Business Process
Management (BPM). BPM emphasizes the management aspect of automating processes to
achieve
maximum ongoing flexibility with minimum development cost and time. BPM is a commitment
to expressing, understanding, representing and managing a business (or the portion of business to
which it is applied) in terms of a collection of business processes that are responsive to a
business environment of internal or external events [McGoveran 2004]. BPM entails a strategic
business position statement that is in line with the corporate or enterprise e-Business strategy
level. The definition also entails an operational position statement. The term management of
business processes includes process analysis, process definition and redefinition, resource
allocation, scheduling, measurement of process quality and efficiency, and process optimization.
Process optimization includes collection and analysis of both real-time measures (monitoring)
and strategic measures (performance management), and their correlation as the basis for process
improvement and innovation.
BPM products must implement the entire business process as much as possible within the
product,
using minimum custom code. This requires that BPM products have separate runtime engines,
require validation, testing and monitoring tools and create new applications. Consequently, the
five tenets of BPM are modeling, integration, monitoring, measuring and optimization (shown in
Figure 17.10).
These are defined and briefly described in what follows:
1. Modeling. This item includes tools for graphically defining or building a business process
representation that accounts for all needed process assets, multiple steps within a process,
process branching and event routing, parallel process execution sequences, business rules,
exception handling, and error handling. Modern business process modeling tools include
business process analysis functionality of capturing, designing, and modifying business
processes and their properties, resource requirements, such as definition and selective
enforcement of process standards, and facilitate the expression process views at different levels
of abstraction depending on authorization, functional responsibility and the level of detail
desired. Process modeling is totally separated from process execution. Therefore, enterprises do
not need to rely on programmers to define business processes. A business analyst can use a
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graphical process design tool, as shown in Figure 17.9 to define processes. Modeling is both
wide and deep in that multiple participants can be included in end-to-end processes, at any level
of nesting and detail, from organizational unit participants down to individual EIS and
component systems.
2. Integration. Connecting the process elements so that they can seamlessly exchange
information to achieve business goals. For applications this means using APIs and messaging.
For people this means creating a workspace on the desktop or wireless device for fulfilling their
part of the process.

3. Analysis and Monitoring. This involves providing graphical administrative tools that illustrate
processes that are in progress and that are completed, and integrate business metrics and key
performance indicators with process descriptions. It provides a wide-angle view of the time and
resources consumed by enterprise-wide processes. Analytical tools guide business process
improvement and deployment. Graphical reports can also be produced to check the status of all
running and finished processes. These tools include facilities to query the state of live business
processes and to intervene to resolve exceptions if required. For example, they can check for
processes awaiting further inputs in order to complete execution, such as a process waiting for
new inventory to come in. This process can then be monitored.
4. Measurement. Managing processes first requires aggregating process data in business
oriented metrics such as key performance indicators and balanced scorecards. If the process is
“out of bounds” or service level agreements are not being met, the next step is to optimize it by
reconfiguring resources or modifying business rules – dynamically and “on the fly. Business
metrics definitions have an impact on which raw computations are made. However, the
distinction between business metrics and raw computational measurements is essential. For
example, expected time-to-completion of a business transaction is of immense interest to the
business analysts and management, whereas mean queue times, mean activity service times and
most probable path to completion are too technical and too detailed.
5. Optimization. Optimization means process improvement, which should be an ongoing
activity. This item involves optimizing process flows of all sizes, crossing any application or
company boundary and connects process design and process maintenance. For example, it
automatically detects bottlenecks, deadlocks and other inconsistencies in processes across the
whole extended enterprise and acts on or changes processes in real-time to minimize
inefficiencies.
Figure 17.10
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Session 29&30

E-Business Integration

e-Business integration grows on the back of successful internal EAI solutions and provides the
capability to link together disparate processes between interacting business entities. Business
processes drive Company-Business interactions with their customers, partners, distributors, and
suppliers. Moreover, business processes can also streamline the company internal business.
Among the target business processes for e-Business integration and automation are design and
specification, manufacturing and testing, procurement, sales fulfilment, customer service, and
planning. e-Business integration manages the end-to-end processes of the entire value chain,
creating a seamless and efficient environment. In this way, enterprises can form partnerships with
others to provide a totally integrated experience for their customers. An example of a totally
integrated solution can be an automotive industry network among manufacturers, dealers, retail
system providers in the automotive distribution value chain, and banks to provide customers with
a one-stop-shopping experience. This network may include online car research and selection,
pricing the vehicle, possible construction of a tailor-made vehicle, choosing the payment scheme
and agreement on the delivery date. These types of partnerships allow enterprises to align their
services with the most important priorities of their customers, e.g., variety, quality, competitive
pricing and fast delivery and require a high degree of integration, along with the flexibility to
quickly enable new partnerships in an automated fashion. Business processes are fundamental
elements of EAI or e-Business integration. Business processes consolidate enterprise-wide tasks,
actions, decisions, and events into a continuous flow that keeps business activities moving
forward. Business processes can be as brief as a single transaction, or they can be long-running
activities, spanning days or even weeks. In the integration context, a business process refers to
any multi-step activity that manipulates data or business logic from multiple systems. Business
processes are long-running and very dynamic, responding to demands from customers and to
changing market conditions. For example, a single instance of an order-to-cash process may run
for months; it is the pipeline that links booked orders to the collection of revenue and is often full
of blockages, alternatives and escape clauses that many booked sales cannot be easily translated
directly into cash received. Business processes are usually large and complex, involving the flow
of materials, information and business commitments. Business processes can be internal to a
business, coordinating simple interactions between different departments, or they can be public
processes that orchestrate collaboration between trading partners. We may thus distinguish
between two kinds of processes within an enterprise. Private business processes: these are
processes internal to an enterprise. They are not exposed outside the enterprise, and customers or
trading partners do not interact with them directly. Private processes are usually integrated with
back-end business systems. A private process might handle an enterprise's interaction and its
customers, but the interaction takes place through a Web site. For example, placing an order on a
Web site might trigger a private business process that performs the following tasks: inventory
check; credit card validation; transmission of a confirmation; order building and order shipment.
The design, definition and management of private processes are specific to a particular
enterprise.
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Public business processes: these enable the interaction with trading partners in a collaborative,
e-Business arrangement by choreographing the exchange of business messages between them.
These inter-enterprise processes have unique requirements that exceed those of private processes.
Public business processes typically integrated with private business processes. For example, a
private process can execute an internal business activity, such as retrieving information from a
database. Then it can return the result to a public process, which, in turn, forwards the result to a
trading partner. The design and management of these processes are subject to the agreement of
the trading partners. They are part of a formal contract that defines the content and semantics of
the partners' messages, and they may be standardized across an industry or industry segment.
Besides, we may also distinguish between two primary types of business processes for
integration
Synchronous business processes: Synchronous processes have strict timing and transactional
requirements. They usually occur in real-time and must deliver either a result within the
requestor's duration an error. A typical example of synchronous processes is ticket reservations.

Asynchronous business processes: Asynchronous processes have less rigid timing requirements
when compared with synchronous processes. These started as part of an execution request, where
the requester is not blocked and can continue with its processing activities rather than wait for
them to finish. A typical example of asynchronous business processes is order fulfilment.

Business process redesign

Making critical business processes available over the Internet may involve a relatively
straightforward extension of existing processes out to the Internet or may involve complex
re-engineering efforts to make the business processes Web-enabled. Typically, the logistic flow
of a business process follows a trajectory across different (functional) departments. As a result,
the execution of business processes is often hampered by many inefficiencies, like:
1. the workflow managed per department and independently per department;
2. departments checking each other work;
3. the workflow supported by different information systems, and
4. nobody being responsible for the entire workflow.

Redesign of business processes based on a critical analysis of the workflow and taking the
enabling possibilities of modern IT into account has seen a way to significantly improve an
organization's operational performance. BPR (business process redesign) defined as "the critical
analysis and radical redesign of business processes to achieve breakthrough improvements in
performance measures" [Teng 1994], such as cost, quality and speed. Essential in this definition
is the word radical, as opposed to incremental improvements. The aim is to achieve significant
improvement in operational results (e.g., tenfold improvements) through direct actions aimed at a
fundamental redesign of the process, taking a "clean slate" approach. A company-wide approach
to BPR may encompass the following steps [Davenport 1993]:
1. Develop a business vision and process objectives. BPR for a specific company driven by key
performance measures that are critical for the company competitive position. The BPR vision
gives direction to how BPR should be targeted, e.g., cost reduction, time reduction, quality
improvement, or learning and empowerment.
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2. Identify the processes to be redesigned. 

3. Understand and measure the current processes to provide a bottom line for future
improvements.
4. Identify the IT levers in order to understand how IT should impact the process design.
5. Design and build a prototype of the new process. Typically process design will evolve
after a number of iterations.

The redesign of the business process itself could follow the following steps:

1. Organize around results and outcomes, not around tasks and so combine several jobs into
one.
2. Make those who process information, use the information: workers make decisions.
3. Information-processing work should be subsumed into the real work that produces the
information, so that steps are performed in a natural order.
4. Treat geographically dispersed resources as if they were centralized.
5. Put decision points where the work is performed, and incorporate checks and controls into
the process (as such exogenous controls are reduced).
6. Capture information once and at the source (work is performed where it makes most
sense).
7. Do not forget that processes have multiple versions.
8. Appoint case managers who provide a single point of contact.

Notwithstanding the promises, 70% of BPR projects have been reported to fail. The reasons for
this
high failure rate is similar to those for any radical organizational change: lack of management
commitment, unrealistic scopes and expectations, and badly handled resistance to change. In
particular, an overemphasis on tactical aspects and neglect of the strategic considerations are
perceived as a major obstacle to success [King 1998]. Also, the effectiveness of a company-wide,
top down approach as described above is questioned. Instead, there are signs that bottom-up
approaches may be more successful. Business re-engineering proves to be successful starting
with a small experiment in an inconspicuous part of the organization [Caron 1994]. This
approach offers the organization the opportunity to learn from successes and failures, and to
transfer this knowledge to larger projects in more complex parts of the organization. In this way
an organizational memory of what succeeds and fails is built up [Caron 1994], which in the end
can make business redesign work effectively. It general it is not the concept of BPR, which is
considered as the reason for failure, rather then the way it is implemented [Teng 1994].
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The concept of software as a service
Web services are very different from sites that also provide access to applications across the
Internet and across organizational boundaries. Web pages are targeted at human users, whereas
web services are developed for access by other applications. Web services are about
machine-to-machine communication, whereas Web pages are about human-to-machine
communication. As terminology is often used very loosely it's easy to confuse someone by
describing a “service” as an internet service when it is in fact not. Consequently, it's useful to
look at first the concept of software as-a-service on which Web services technology relies and
then compare Web services with Web pages and Webserver functionality. The concept of
software-as-a-service is revolutionary and appeared first with the ASP (Applications Service
Provider) software model. Application Service Providers are companies that package software
and infrastructure elements alongside business and professional services to make an entire
solution that they present to the top customer as a service on a subscription basis. The ASP
industry Consortium [ASP 2000] defined that application service providers are service
organizations that deploy, host, manage, and enhance software applications for patrons at a
centrally managed facility, offering application availability, performance and security. End-uses
access these applications remotely using the Internet or leased lines. Applications are delivered
over networks on a subscription or rental basis. The basic idea behind an ASP is to “rent”
applications to subscribers. Although the ASP model introduced the concept of
software-as-a-service first, it suffered from several inherent limitations like the lack to develop
highly interactive applications, inability to provide complete customizable applications and
inability to integrate applications [Goepfert 2002]. The Web services paradigm allows the
software-as-a-service concept to expand to incorporate the delivery of complex business
processes and transactions as a service, while permitting applications be constructed on the fly
and services to be reused everywhere and by anybody. We may distinguish four key differences
between Web services and the Web-based applications used in an e-Business environment
[Aldrich 2002]:

1.Web services act as resources to other applications which will request and initiate those Web
services, with or without human intervention. This means that Web services can call on
other Web services to outsource parts of a posh transaction to those other Web services. This
provides a high degree of flexibility and adaptableness not available in today
Web-based applications.
2. Web services are modular, self-aware and self-describing applications. A Web service
knows what functions it can perform and what inputs it requires to supply its outputs and
can describe this to potential users and to other Web services. A Web service can also describe its
non-functional properties: as an example the value of invoking the service, the
geographical areas the Web service covers, security measures involved in using the Web
service, contact information and more.

3. Web services are more visible and manageable than Web-based applications. The state of a
Web service is often monitored and managed at any time by using external application
management and workflow systems. Despite the very fact that an internet service might not run
on an in-house (local) system or may be written in an unfamiliar programming language it still
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can be employed by local applications, which can detect its state (active or available) and
manage the status of its outcome.

4. Web services may be brokered or auctioned. If several Web services perform the same
task, then several applications may place bids for the opportunity to use the requested
service. A broker can base its choice on the attributes of the “competing” Web services (cost,
speed, degree of security).
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